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MACTCP
COOKBOOK:
CONSTRUCTING

NETWORK- _ _ _
The Macintosh is now a full-fledged player in the world of TCP/IP

AWARE hetworking. MacTCP, an implementation of TCP/IP for the
Macintosh, lets applications take advantage of a protocol suite that
APPLICATIONS isused extensively by many makes of computers. Thisarticle
attempts to demystify the process of MacTCP programming and
provides a library of callsthat can be used easily by anyone
familiar with Macintosh programming.

TCP/1P, which stands forTransmission Control Protocol/Internet Protocolyas
developed by the U.S. Department of Defense Advanced Research Products Agency
(DARPA) and used initially on the ARPANET, a national research network created by
DARPA in the late 1960s. Although the ARPANET no longer exists, the TCP/IP
protocols are used on many large-scale networks. Many of these networks are
interconnected and are known collectively as timernet.

The TCP/IP protocol stack, shown in Figure 1, is composed of several layers. At the
lowest layer, the Internet Protocol (IP) handles transmitting packets of information from
one host to another. Above this network level, TCP/IP provides two transport layer
protocols: Transmission Control Protocol (TCP) and User Datagram Protocol (UDP).
TCP provides reliable connection-based service, while UDP is not connection based. The
MacTCP driver gives the programmer interfaces to TCP and UDP, but not to the lower-
level IP. This article deals only with TCP programming. For information on MacTCP
UDP programming, consult theMacTCP Programmer’s Guide.

STEVE FALKENBURG

Several application-level protocols use TCP to provide user-level service. The Simple
Mail Transfer Protocol (SMTP) is used to send electronic mail, the Network News
Transfer Protocol (NNTP) is used to transfer and post news, the File Transfer Protocol
(FTP) is used to transfer files between machines, and the Finger protocol is used to
retrieve user information. MacT CP does not include programming interfaces or
implementations for any of these application-level protocols.

STEVE FALKENBURG just started his new in DTS is another story altogether). He says
life as an Apple Developer Technical Support there is absolutely nothing weird about him

engineer, but when writing this he was still a (which he thinks is a shame), but we're
computer engineering student at the University convinced we’ll either unearth something or
of Michigan at Ann Arbor. Last summer he inspire it. In addition to attending classes, he’s

worked in Apple’s Advanced Technology Group been working for the university’'s Computer-
as an intern, and he claims to have emerged Aided Engineering Network, supporting and
from the experience totally normal (a summer in programming Macintoshes. When not working or
ATG may not be long enough, but a full-time job studying, he’s been seen in the stands at U of M
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TCP/IP Protocol Stack

With connection-based protocols, such as TCP, a connection is defined as a bidirectional
open line of communication between two hosts. Data is guaranteed to be received in the
same order as it was sent, and in TCP, datareliability is ensured. To open a connection
between two computers, the initiating program sends an open command containing the
network address of the remote computer to MacTCP. If the remote computer is listening
for a connection, it acknowledges the connection, and data can then be transferred on the
connection stream. If the remote computer is not listening for a connection, the open
command fails. Once all transactions have been completed, the connection may be
closed by either computer.

Network addressing is essential to this process. Each device connected to a TCP/IP
network is assigned a unique 4-byte address, also known as the IP number, as shown in
Table 1. A unique name can also be assigned to each network entity. MacTCP provides a
name service mechanism, called the Domain Name Resolver (DNR), which translates
network names to addresses and vice versa

Table 1
Network Name to Address Mapping

Network Name IP Number
sol.engin.umich.edu 141.212.4.65
mondo.engin.umich.edu 141.212.68.14
freebie.engin.umich.edu 141.212.68.23
daneel.engin.umich.edu 141.212.68.30
maize.engin.umich.edu 141.212.10.56

football games (so don’t misinterpret him when
he yells “Go Big Blue”), attending loud rock
concerts, going to movies, and reading
Cyberpunk (his favorite is William Gibsons.
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typedef struct TCPRi opb {

In addition, there’s a 2-byte port number associated with TCP connections. Each port
number is usually mapped to the type of application-level service the sender is
requesting. For example, the NNTP protocol always operates on TCP port 119. This
mapping is shown in Table 2. MacTCP does not provide a service for translating
between service name and port number.

Table 2
Service to Port Number Mapping

Service Port Number
ftp 21

telnet 23

smtp 25

finger 79

nntp 119

MACTCP PROGRAMMING BASICS

This section focuses on the basics of MacTCP programming, while the remainder of the
article discusses high-level, easy-to-use routines. MacTCP is a driver for the Macintosh
that provides access to TCP/IP through the Device Manager. By making standard Device
Manager PBControl calls, programs can access TCP/IP transport protocols to control

and maintain connections. The standard TCP parameter block, defined in TCPPB.h, is
shown here;

char fill12[12];
TCPI OConpl etionProc i oConpl eti on; /* address of conpletion routine */
short i oResul t; /* result of call (>0 = inconplete) */
char *i oNanePtr;
short i oVRef Num

short i oCRef Num /* MacTCP driver reference nunber */
short csCode; /* command code */

Streanftr tcpStream /* pointer to streambuffer */

uni on {

struct TCPCreat ePB creat e; [* var for TCPCreate, TCPRel ease */

struct TCPCpenPB open;
struct TCPSendPB send;

[* var for TCPActiveQpen, TCPPassi veQpen */
[* var for TCPSend */

struct TCPRecei vePB recei ve; [* var for TCPNoCopyRcv, TCPRevBf r Ret ur n, TCPRev */
struct TCPA osePB cl ose; [* var for TCPA ose */
struct TCPAbort PB abort; [* var for TCPAbort */
struct TCPSt at usPB st at us; [* var for TCPStatus */
struct TCPA obal | nf oPB gl obal I nf o; /* var for TCPd obal | nfo */
} csParam
} TCPi opb;
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From the start of the parameter block up to the tcpStream parameter, this structure is a
standard Device Manager control block. Three fields must be filled in:

« csCode, which specifies the driver command to be executed.
* io0CRefNum, which contains the MacTCP driver reference number.

* tcpStream, which contains a pointer to the pertinent TCP stream. This
stream pointer, which is described in more detail later, is the unique
identifier for a connection.

If the call is made asynchronously, as all MacTCP calls may be, a pointer to a
completion routine can be specified in ioCompletion. Depending on the type of call
made, there are various ways to fill in the union at the end of this parameter block.

TCP DRIVER CALLS
A description of some of the common commands and their parameter blocks follows.
Unless otherwise specified, a value of zero for any parameter indicates the default value.

TCPCreate (csCode = 30)
TCPRelease (csCode = 42)

typedef struct TCPCreatePB {

Ptr rcvBuff; /* pointer to area allocated for streambuffer */
unsi gned | ong rcvBuf f Len; /* length of streambuffer */
TCPNot i fyProc notifyProc; /* address of asynchronous notification routine */
Ptr userDataPtr;

} TCPOr eat ePB;

TCPCreate allocates a MacTCP stream to be used for opening or listening for a
connection. The rcvBuff parameter should be a pointer to a block of memory previously
allocated as a stream buffer; set rcvBuffLen to the length of that buffer. If you want to
be interrupted when the connection state changes, set notifyProc to the address of an
asynchronous notification routine (ASR). The code in this article doesn’t make use of
the ASR feature, so in this case notifyProc should be set to nil. A pointer to the created
stream is returned in tcpStream.

TCPRelease removes the stream pointed to by tcpStream from all MacT CP-internal
stream lists. It returns a pointer to the stream buffer in rcvBuff. When TCPRelease
completes successfully, this buffer should be disposed of by the calling program.
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TCPPassiveOpen
TCPActiveOpen

typedef struct TCPQpenPB {

byt e ul pTi neout Val ue
byt e ul pTi neout Acti on;
byte validityFl ags;
byt e commandTi meout Val ue;
i p_addr renoteHost;
tcp_port renotePort;

i p_addr | ocal Host;
tcp_port |ocal Port;
byt e tosFl ags

byt e precedence

Bool ean dont Frag

byte tineTolLi ve;

byte security;

byt e optionOnt;

byt e options[40];

Ptr userDataPtr;

} TCPQpenPB,

(csCode = 31)
(csCode = 32)

/*
/*
/*
/*
/*
/*

upper - | ayer protocol timeout */

upper - | ayer protocol timeout action */
validity flags for options */

ti meout val ue for command */

I P address of the remote host */

TCP port to connect to on the renote host */

/* local |P nunber */
/* local port fromwhich connection originates */
/* type of service requested */

/*
/*
/*
/*
/*
/*

priority of connection */

if true, don't fragnent packets */
maxi mum nunber of hops for packets */
security option byte */

nunber of I P options */

other I P options (def in RFC 894) */

TCPPassiveOpen listens for an incoming connection from a specific host and port. The
command compl etes when a remote host connects to the port monitored by this
command. Store the remote host address in remoteHost and specify the remote TCP port
number in remotePort. Connections from any host and port are possible if these values
are set to zero. Set the local Port parameter to the local TCP port number or to zero to
assign an unused port. ULP (“ulp” in the parameter names) standsfipper-layer

protocol. The ulpTimeoutValue parameter is the maximum amount of time MacTCP
allows for a connection to complete after the connection process has started. If this
timeout is reached, and the value of ulpTimeoutAction is zero, the ASR, if present, is
called and the ULP timer is reset. When the timeout is reached, if ulpTimeoutAction is
nonzero, the command returns an error. The validityFlags parameter indicates which of
the other command parameters are specified explicitly. Bit 6 is set if the ULP timeout
actionisvalid; bit 7 is set if the ULP timeout value is valid. Descriptions for the rest of
the entries in this structure can be found in tMacTCP Programmer’s Guide. In most
cases, they can all be set to zero, indicating default values should be used.

TCPActiveOpen attempts to initiate a connection with a remote host and completes
when this connection is established. The parameters are identical to TCPPassiveOpen,
with the following exceptions: There’s no command timeout parameter, although the
ULP timeout is available. You must fully specify the remote host address and remote
port in remoteHost and remotePort, respectively, since it’s impossible to initiate a
connection to an arbitrary host without direction.
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TCPSend (csCode =34)
typedef struct TCOPSendPB {

byt e ul pTi meout Val ue; /* upper-|ayer protocol tineout */

byt e ul pTi meout Acti on; /* upper-layer protocol timeout action */
byt e val i dityF ags; /* validity flags for options */

Bool ean pushFl ag; /* true if data should be sent inmediately */
Bool ean ur gent Fl ag; /* identifies the data as inportant */

Ptr wdsPtr; /* pointer to wite data structure */

unsi gned | ong sendFr eg;
unsi gned short sendLengt h;
Ptr userDataPtr;

} TCPSendPB;

TCPSend sends data to a remote host along an open connection stream. The definitions
of ulpTimeoutValue, ulpTimeoutAction, and validityFlags are the same asin
TCPPassiveOpen. The pushFlag parameter is set if the data should be sent immediately
and the urgentFlag option can be set to indicate that the datais important. The data to be
sent is stored in awrite data structure (WDS). The format of this structure is simply an
array of wdsEntry structures, which are length/pointer pairs. Y ou terminate the WDS by
setting the last entry’s length

to zero.

typedef struct wdsEntry {

unsi gned short | ength; /* length of buffer */
char * ptr; /* pointer to buffer */
} wdsEntry;

TCPRcv (csCode = 37)

typedef struct TCPRecei vePB { /* for receive and return rcv buff calls */
byt e commandTi meout Val ue; /* timeout value for command */
byte filler;
Bool ean nar kFl ag; /* true if start of read data structure is urgent data */
Bool ean urgent F ag; /* true if read data structure ends in urgent data */
Ptr rcvBuff; /* pointer to data that has been received */
unsi gned short rcvBuffLen; /* armount of data in bytes that has been received */
Ptr rdsPtr; /* pointer to read data structure */

unsi gned short rdsLengt h;
unsi gned short secondTi meSt anp;
Ptr userDataPtr;

} TCPRecei vePB;

TCPRcv receives incoming data on an already established connection. Allocate a buffer
for the incoming data and store a pointer to this location in rcvBuff. Store the maximum
length to be received in rcvBuffLen. This value is changed to the number of bytes
received when the command completes. Store the timeout value for this
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command in commandTimeoutValue. Finally, use markFlag and urgentFlag to delimit
the start and end of urgent data blocks.

TCPClose (csCode = 38)

typedef struct TCOPA osePB {
byt e ul pTi neout Val ue; /* upper-|ayer protocol tineout */
byt e ul pTi meout Acti on; /* upper-layer protocol timeout action */
byt e val i dityFl ags; /* validity flags for options */
Ptr userDataPtr;
} TCPA osePB;

TCPClose indicates to the remote host that the caller has no more data to send on the
connection. It's assumed that the remote host will then issue a close command, which
permits the connection to close. However, the connection will not close until both hosts
issue this command. The parameters to this call are described in other calls.

TCPAbort (csCode = 39)

typedef struct TCPAbortPB {
Ptr userDataPtr;
} TCPAbor t PB;

TCPADort closes a connection without asking the remote host for permission. This
command does not ensure that all data transfers have completed. The parameters to
this call are described earlier.

MEDIUM-LEVEL TCP CALLS

Since calling the Device Manager is a painful experience for some programmers, a small
library of intermediate routines can speed up development time. This article includes
such alibrary. There’'s one medium-level call provided for each associated TCP driver
command, so these calls simply isolate programmers from filling out parameter blocks.
This seems to be a big plus with most programmers. The source code for the callsis on
theDeveloper Essentialdisc.

Several of the medium-level calls have hooks that allow them to be called
asynchronously. Any procedure containing an async flag can be called in this manner. If
this is done, the parameter block used to make the call is returned in returnBlock. The
calling program must then poll returnBlock->ioResult to determine when the command
has completed. As with any other Device Manager call, the ioResult field remains
positive while the command is executed and then changes to zero or a negative value
upon completion, indicating the call’ s result code. Any number of calls may be awaiting
completion, since medium-level routines dynamically all ocate space for parameter
blocks. Completion routine hooks are not provided by these routines, but could easily be
added.
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If amedium-level routineis called with the async flag false, or if the routine doesn’'t have
an async flag, the underlying PBControl call is still called asynchronously. While
awaiting completion of the command, the medium-level routines call aroutine defined

by
Bool ean @ veTi me(unsi gned | ong sl eepTi e) ;

This callback permits the application to carry out other small tasks. In the examplesin
this article, GiveTime spins the cursor and calls WaitNextEvent from a secondary main
event loop to handle a subset of normal program operation and to give other applications
time to execute.

At this point, you may be thinking that figuring out proper values for these routinesis as
much of a pain as filling out parameter blocks. For this reason, another set of high-level
routines is provided for sending and receiving data.

HIGH-LEVEL TCP CALLS

High-level TCP calls further simplify and generalize the process of calling MacTCP.
Write data structures are not required to send data, only a single timeout value is allowed,
and other TCP specifics (mark, push, and so on) have been removed. Instead, the high-
level calls are a core set of routines that are both understandable and easy to use. In most
cases, it's to your advantage to use these routines, since they abstract the MacTCP
programming interface to resemble a generic connection-based protocol scheme. This
opens the possibility of porting these high-level routines to another protocol stack, such
as AppleTal®. In fact, if the high-level routines were modified to use AppleTak
Datastream Session Protocol (ADSP), any code written using the high-level calls for
MacTCP could be compiled for use on an AppleTalk network. The source code for these
routines is on theDeveloper Essentialsdisc.

The operation of high-level MacTCP callsisfairly straightforward. For each
asynchronous routine, there' s a corresponding routine to call when the asynchronous
command completes. The moment of completion can be determined by polling
returnBlock->ioResult. This returnBlock parameter is the same as the one returned by the
medium-level routines and contains the MacTCP parameter block used in the pending
asynchronous call.

NAME RESOLVER CALLS

Before you can build a useful network application, you must consider name-to-address
resolution. Name-to-address resolution provides a means of converting from domain
names (unique string identifiers for computers on a TCP/IP network) to |P numbers (4-
byte addresses) and vice versa. In general, people can remember the name of a computer
(for example, goofy.apple.com) more easily than they can remember a network address
(for example, 90.1.0.10). Translation tables between the names and numbers can be
stored on the local machine (the MacTCP Hosts file, for example) or
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on aremote server. Remote access to network numbersis provided through the Domain
Name Server protocol. The MacTCP Domain Name Resolver allows name/address
translations using both the static table and remote server methods.

The MacTCP Developer’'s Kit (APDA¥M0230LL/D) ships with the file dnr.c, aset of C
routines providing a programming interface to the name resolver. Several important calls
from this code modul e are described here.

CsErr (penResol ver (char *fil eNane);

OpenResolver initializes the name resolver. As a parameter to the call, you can supply a
local file containing important hosts. Passing nil for this filename defaults to the Hosts
file in the current System Folder.

CBErr StrToAddr (char *host Nane, struct hostlnfo *hostlnfoPtr,
Resul t ProcPtr ResultProc, char *userDataPtr);

StrToAddr converts a string of the form “W.X.Y.Z" or “goofy.apple.com” to its
4-byte |P address. The hostInfo struct that you pass in looks like this:

typedef struct hostinfo {
| ong rtnCode;
char cnane [255];
unsi gned | ong addr [ NUM ALT_ADDRS] ;

CSErr Addr ToNane(i p_addr addr, struct hostlnfo *hostlnfoPtr,
Resul t ProcPtr ResultProc, char *userDataPtr);

AddrToName performs a reverse lookup to retrieve a host name, given a 4-byte IP
address.

CBErr d oseResol ver();

CloseResolver closes the resolver and deallocates the resources and the address cache
that has accumulated.

Calls to these dnr.c routines can be combined to construct a fairly simple routine to
convert host names to | P addresses:

/*Cvt Addr. ¢
Converts host names to | P nunbers
witten by Steve Fal kenburg

*/
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#i ncl ude <Types. h>

#i ncl ude <MacTCPCommonTypes. h>
#i ncl ude <AddressXLati on. h>

#i ncl ude "Cvt Addr. h"

pascal void DNRResul t Proc(struct hostlnfo *hlnfoPtr,char *userDataPtr);

/* ConvertStringToAddr is a sinple call to get a host's |P nunber, given the name
of the host.
*/

CBErr Convert StringToAddr (char *nane, unsi gned | ong *net Nunj
{

struct hostlnfo hlnfo;

CSErr result;

char done = 0x00;

if ((result = penResol ver(nil)) == noErr) {
result = StrToAddr ( nane, &l nf o, DNRResul t Pr oc, &one) ;
if (result == cacheFaul t)
whi l e (!done)
; /* wait for cache fault resolver to be called by interrupt */
d oseResol ver () ;
if ((hinfo.rtnCode == noErr) || (hlnfo.rtnCode == cacheFault)) ({
*net Num = hlnfo.addr[0];
st rcpy( narre, hl nf o. cnane) ;
name[ strlen(nanme)-1] = '\0";
return nokErr;
}

}
*net Num = 0O;

return resul t;

}

/* This is the conpletion routine used for nanme resol ver calls.

It sets the userDataPtr flag to indicate the call has conpl et ed.
*/
pascal void DNRResul t Proc(struct hostlnfo *hlnfoPtr, char *userDataPtr)

{
#pragna unused (hlnfoPtr)

*userDataPtr = Oxff; /* Setting the user data to nonzero neans we're done. */
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PROGRAMMING A SIMPLE MACTCP APPLICATION

The core zet of routines provided in the earlier sections makes it Cairly easy bo weike a
small bk wseful TCP application. Thesze core roukines can be stacked together to form a
framewor: for a basic MaeTCOF application, as shown in Figuee 2. Mote that no moduls
apceszes 3 module that's Carther than ome lewel awayr, This prowides the programmer the
flezability needed to improve the networking librany or switeh protocol stacks wikhoouk
losing fumetiomality,

doplemioHevs Frooeol
finger s
High-Lewd Cals Cornert=ti ngTobodd
MoPH.c |t faddr )
hbadurnlaral Csille Progrs rammarLaasd TR B
TEPAoU =) dr o)
wEeTO P Dawics Orivar Oammin ks rra Faeclwr

|:| = pronided by e T F |:|=|:r|:n.ril:|=:|in arkcl=

Figure 2
Finger Code Modularization

Ome of the simplest and most widely wsed networe wrilities is finger. Implemented on
most THEE worcstakions, finger is wsed to retrieve personal information [sweh a5 phone
number and address] for o partioular wser, The finger wkility aceezses information

throwgh the Finger Tzer Information Protoeol, diseussed in RFC 1194 on the D radapae
Livupialc dise, The protoeol operates on a elient/serrer model, Figure 3 is o diagram of
a sample transaction,
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Client Server

1. Client sends "sfalken" to —_—

retrieve information on user = I_l

3. Client receives "Phone: 555-1234" 2. Server retrieves information
from server and closes connection. fromdatabase: "Phone: 555-1234"
Figure 3

Finger Protocol Transaction

The code for a simple MPW tool to implement the Finger protocol is shown here, with
accompanying explanation:

/* MacTCP finger client */
/* witten by Steven Fal kenburg */
/* */
#i ncl ude <Types. h>

i
i
i
i

ncl ude <Mermory. h>

ncl ude <Packages. h>
ncl ude <Qursor Q| . h>
ncl ude <String. h>

#i ncl ude " Cvt Addr. h"

#i ncl ude " MacTCPCommonTypes. h"
#i ncl ude "TCPPB. h"

#i ncl ude "TCPH . h"

/* constants */

#defi ne kFi ngerPort 79 /* TCP port assigned for finger protocol */
#defi ne kBuf Size 16384 /* Size in bytes for TCP streambuffer and recei ve buffer */
#define kTi meQut 20 /* Timeout for TCP commands (20 sec. pretty much arbitrary) */
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/* function prototypes */

void mai n(int argc, char *argv[]);

CBErr Fi nger (char *userid, char *host Name, Handl e *fi nger Dat a) ;
CBErr Get Fi nger Dat a(unsi gned | ong stream Handl e *fi nger Dat a) ;
voi d Fi xCRLF(char *data);

Bool ean G veTi me(short sl eepTine);

/* globals */

Bool ean gCancel = false; /* This is set to true if the user cancels an operation. */
/* main entry point for finger */

/* */

/* usage: finger <user>@host> */

/* */

/* This function parses the args fromthe comrand |ine, */

/* calls Finger() to get info, and prints the returned info. */

void mai n(int argc, char *argv[])
{

CeErr err;

Handl e t heFi nger;

char useri d[ 256] , host [ 256] ;

if (argc '=2) {
printf("Wong nunber of parameters to finger call\n");
return;

}

sscanf (argv[1]," %" @ @6", userid, host);
strcat (userid,"\n\r");

err = Finger(userid, host, & heFi nger);

if (err == nokrr) {
H_ock(t heFi nger);
Fi xCRLF(*t heFi nger) ;
printf("\n%\n", *t heFi nger);
Di sposHandl e(t heFi nger) ;
}
el se
printf("An error has occurred: %d\n", err);
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/*
/*
/*
/*
/*
/*

Fi nger ()

This function converts the host string to an | P nunber,
opens a connection to the renote host on TCP port 79, sends
the id to the renote host, and waits for the i nformati on on
the receiving stream After this information is sent, the
connection is closed down.

CSErr Finger(char *userid, char *host Nane, Handl e *fi nger Dat a)

{

CeErr err;
unsi gned | ong i pAddr ess;
unsi gned | ong stream

/* open the network driver */

err = InitNetwork();
if (err !'= noErr)
return err;

/* get remote machine's network nunber */

err = Convert StringToAddr ( host Nane, & pAddr ess) ;
if (err !'= noErr)
return err;

/* open a TCP stream */

err = OreateStrean(&stream kBuf Si ze);
if (err !'= noErr)
return err;

err = penConnecti on(stream i pAddress, kFi nger Port, kTi meQut) ;
if (err == nokrr) {
err = SendDat a(stream userid, (unsigned short)strlen(userid),fal se);
if (err == noErr)
err = GetFingerData(streamfingerData);
d oseConnecti on(strean);

Rel easeStrean(strean);
return err;

CBErr Get Fi nger Dat a( unsi gned | ong stream Handl e *fi nger Dat a)

{

CeErr err;

*/
*/
*/
*/
*/
*/
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}

| ong buf Cffset = 0;
unsi gned short datalLengt h;
Ptr data;

*fingerData = NewHandl e( kBuf Si ze);
err = Menkrror();
if (err !'= noErr)

return err;

H_ock(*finger Dat a) ;
data = **fingerDat a;
dat aLength = kBuf Si ze;

do {

err = RecvDat a(stream dat a, &at aLengt h, f al se) ;

if (err == nokrr) {
buf Cf f set += dat aLengt h;
dat aLength = kBuf Si ze;
HuUnl ock(*fi nger Dat a) ;
Set Handl eSi ze(*f i nger Dat a, buf O f set +kBuf Si ze) ;
err = Menkrror();
H_ock(*finger Dat a) ;
data = **fingerData + buf O f set;

}
} while (err == noErr);

data[0] ="'\0";
Hunl ock(*fi nger Dat a) ;

if (err == connectiond osi ng)
err = nokrr;

/* FixCRLF() renoves the linefeeds froma text buffer. This is
/* necessary, since all text on the network i s enbedded with
[* carriage return |inefeed pairs.

voi d Fi xCRLF(char *dat a)

{

regi ster char *source, *dest;
| ong | engt h;

length = strlen(data);

if (*data) {
source = dest = data;

*/
*/
*/
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while ((source - data) < (length-1)) {
if (*source == "\r")

sour ce++;

*dest ++ = *sour ce++;

}

if (*source !'="\r'

&% (source - data) < |ength)

*dest ++ = *sour ce++;

length = dest - data;

}
*dest = '\0';
}
/* This routine would nornmally be a callback for giving time to */

/* background apps.

*/

Bool ean G veTi me(short sl eepTi ne)

{

}

Spi nQursor (1) ;
return true;

The main points in the execution of this program can be traced as follows:

8.
9.
10.

N o 0N wWN PR

. Get userid, host
. Initialize MacTCP

Get address of host

. Make a TCP stream
. Connect to finger host

Send userid across stream

. Receive finger information

from stream
Close connection
Release stream
Quit program

I ni t Net wor k() ;

Convert St ri ngToAddr (host Narre, & pAddr ess) ;

O eat eStrean( &t ream kBuf Si ze) ;

penConnect i on( st ream i pAddr ess, kFi nger Por t, kTi neCut ) ;
SendDat a( st ream useri d, (unsi gned short)strlen(userid), fal se);
RecvDat a( stream dat a, &at aLengt h, f al se);

d oseConnecti on(strean);
Rel easeStrean(strean);

Once the host name and user 1D are received, MacTCP isinitialized by acall to
InitNetwork. The IP number of the host is then retrieved by a call to
ConvertStringToAddr. If thisis successful, CreateStream creates a TCP stream, and
OpenConnection opens a connection on that stream to the finger port on the remote host.
Next, SendData sends the user ID along this connection. The finger information is
received through repeated calls to RecvData. Once all data has been sent,
CloseConnection closes the connection, and the stream is removed with
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ReleaseStream. Finally, the program terminates, leaving the MacTCP driver open.
Here's a sample run of the finger tool in action:

finger sfalken nmondo. engi n. um ch. edu <enter >

Logi n name: sfal ken Inreal life: Steven Fal kenburg
Phone: 555-1234

Drectory: /ulsfalken Shel I : /bin/csh

On since Feb 26 07:08:28 on ttyp2 fromrezcop. engi n. un

No Pl an.

The code for the finger tool can be compiled and linked with the high- and medium-level
routines into an MPW tool. This example shows how a standard network protocol can be
easily encapsulated into a simple program. The high-level networking calls act
somewhat like a Macintosh Toolbox Manager, since they encapsul ate the complexity of
TCP programming. These routines can be used by any programmer with a user-level
knowledge of networking, making network programming less of a mysterious art.

NEWSWATCHER—A COMPLEX TCP APPLICATION

The finger tool is limited in scope, but the same techniques can be used to construct
more complex programs. NewsWatcher, a Macintosh-based network news reader,
provides an example.

One of the most popular services available on the Internet is network news, an
international forum for discussion of almost any topic you can imagine. Anyone can post
and read messages. Since thousands of messages are posted every day, the messages are
divided into more than a thousand newsgroups. Examples of these diverse groups

include

comp.sys.mac.programmer M acintosh programming discussions
comp.sys.mac.misc Miscellaneous Macintosh ramblings
at.flame.spelling People insulting others’ spelling skills
at.alien.visitors Discussions of alien life—intelligent or otherwise

The volume of network news bombarding readers necessitates a usable interface.
I wrote NewsWatcher to provide that interface.

NAVIGATING THE NET WITH NEWSWATCHER

Before plunging into a deep technical discussion of the NewsWatcher code structure, a
brief description of the interfaceisin order. A typical NewsWatcher screen is shown in
Figure 4.
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% File Edit News Network Font Size Windows @

My Groups

comp.sys.mac.programmer

Lumich.engin.weeks_ahead
umich.engin.eecs.class. 482
comp.sYys.mac.programmer
comp.syYys.mac.misc
comp.protocols_appletalk
COmp.sYys.mac.comm
comp_protocols.tcp-ip

17773 Re: Determining whether MultiFinder is present
17785 Re: Determining whether MultiFinder is present
177687 Re: Determining whether MultiFinder is present
17774 Userltem in Dialog

17773 Re: Color PixMap, the Clut and Think C Problem
17776 Re: TML Pascal is no mare

17783 Re: TML Pascal is no mare

ile toa PICT resource 7

+ 17774 Userltem in Dialog SS=—=H

: |P9):h:cs.en!uwm.edu!rpi!zsphod.mps.ohio-Stsle.edu!ssmsung!emie.\'ie}vlogic.- i}
From: djwellemani@amherst bithet

MNewsgrups: comp . Sys INAc . programmer

Subject: Usarlten in Diaog

nmy bits/pixmap?

COMP.SOUrCes. Message-ID: <10594.27 11 ebal@amherst bitnet »
COmp.sources | Date:d Oct 90 15:02:56 GMT

Lines: 15

rec_music.mi

Accarding to IM 1, p. 405, when the procedure which drams aouseritem in

umich.caen.s diglog boxis called, the current port will already ba sat o the dislog
umich.caen._ g window's grafport. But | havee aouseritem far which this doesn't seem to be

umich caen_ g

bieginming of the procedure fixes things, but I'm just curious if this is a
bug ik the Dizlog hahager or what .

trye. |t's hot & serious problem, since inseing acall to SetPort at the

| should mention that | discovered this problem in the Think Pascal debugging
arvdirahmeant, so mede it's 2 Think Pascal problam and not  Dislog Manager
problem. |hawe ather user itams that wodk fine in the Think Pascal
anvirahment, but ane of them consistently bombs without the extra Set Port,
Anyone else ever come across shything like this?

Lran Yelleman

Figure 4
A Typical NewsWatcher Screen

The program is based on a multiwindow browser interface, similar to the Finder
(without the icons). A window containing all active newsgroups is always available, and
users can get afull article subject list for a group by double-clicking that group’s name.
This opens up another browsing window, containing the subjects. These

subjects, in turn, can be opened to display the full text of individual articlesin separate
windows. A user who wants to keep track of afew specific newsgroups and see only

new articles in those groups can “subscribe” to the specific groups. Thisis done by
choosing New Group Window from the File menu, which creates an empty group
window. The desired groups can then be dragged from the main Newsgroups window to
this custom group window. The new window can be browsed like any other group
window. When the user is ready to quit, the custom group list can either be saved to disk
or uploaded to a UNIX® news file (using FTP). This gives users access to their group

list from multiple computers.
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INTRODUCTION TO NNTP

The Network News Transfer Protocol (NNTP) is a The protocol is based on a request-response model.
popular protocol for transmitting and accessing network Clients contact the NNTP server, make a request, and
news on the Internet. This protocol, which runs out of ~ receive a response. A sample session with an NNTP
TCP port 119 on a news host computer, is described in Server is shown below. Commands sent from the client
detail in RFC 977 on thdeveloper Essentialsdisc. (in this case a Macintosh) are shown in italics.

NNTP, like finger, is based on the client-server model.

An NNTP server, usually one per site, stores a copy of

each newsgroup and new article. Clients contact this

server to request news or post new articles.

200 srvrl. engin.unm ch. edu NNTP server version 1.5.10 + serve.c G\US patch
(3 Cctober 1990) ready at Tue Cct 9 23:46:12 1990 (posting ok).

HELP

100 This server accepts the follow ng commands:

ARTI CLE BCDY GROP
HEAD LAST LI ST
NEXT POST QT
STAT NEWERCUPS HELP
| HAVE NEVREVS SLAVE

Additionally, the foll owi ng extension is supported:

XHDR Retrieve a single header |ine froma range of articles.
Bugs to Stan Barber (Internet: nntp@nct. edu; UUCP: ...!bcn nntp)
@QP conp. sys. nmac. m sc

211 281 3035 3744 conp. sys. nmac. m sc
ARTI CLE 3035

220 3035 <1990Sepl4. 145124. 25214@n dway. uchi cago. edu> Article retrieved;
head and body fol | ow

...article text here...

QT

205 srvrl. engin.un ch. edu cl osing connection. Goodbye.
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Not surprisingly, the user interface code for NewsWatcher, though complex, has
virtually nothing to do with MacTCP programming and is beyond the scope of this
article. This code, however, isincluded on tizeveloper Essentialdisc for those
interested in a multiwindow browsing system.

NEWSWATCHER NNTP ROUTINES

The Network News Transfer Protocol (NNTP) is easily implemented from the medium-
level TCP calls described in the first part of this article. (For information on NNTP, see
“Introduction to NNTP.”) The NNTP calls in NewsWatcher are encapsulated into a
module namedNNTPLow.c. The external functions in this module, along with a
description of their purpose, are described here:

CBErr Start NNTP(voi d);

StartNNTP initializes the network resources needed to establish an NNTP connection
with aremote server. Once all proper drivers have been initialized, this routine opens a
connection to the local NNTP server, whose hame is stored in the program’s
configuration file. This connection is maintained throughout the life span of the program.

CsErr d oseNewsConnect i on(voi d);

CloseNewsConnection gracefully terminates a connection with a remote NNTP server.
This command is executed only when NewsWatcher is quitting.

CBErr Reset Connect i on(voi d);

ResetConnection is called when a communication error occurs between the client and
server. This routine terminates and attempts to reestablish connection to the NNTP
server.

CBErr Get Groupli st (short *nunG oups);

GetGroupList puts the list of newsgroups in the global variable gGroupList. To get the
list of groups from the server, the command LIST is sent to the server, which responds
with alist of all known newsgroups.

CBErr Get Messages(char *news@ oup,long first,long | ast,
TSubj ect *subj ects, | ong *nunBubj ect's, char *hdr Narre) ;

GetMessages returns a set of subject headers specified by group hame and article number
range. This routine operates by sending the command XHD& oupnamefirst-lastto the
NNTP server and parsing the response.
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CoErr GetArticl e(char *news@ oup, char *article, char **text,
long *l ength, |1ong maxLength);

GetArticle retrieves the full text of the article in group newsGroup nansedicle This
procedure sends the command ARTICL Erticleto the NNTP server.

These procedures are called in response to user requests for articles and subject lists. As
you can see, there’'s absolutely no network dependence at this point, even on the NNTP
protocol. It would be trivial to write a set of routines with identical function prototypes
that treated a file hierarchy on a hard disk as a set of newsgroups and articles. This
layered isolation approach is of critical importance in network programming, since
network-level protocols may change while applications remain the same.

OTHER PROTOCOLS IN NEWSWATCHER

In addition to NNTP, several other network protocols are implemented for
NewsWatcher. These protocols include the Simple Mail Transfer Protocol (SMTP) and
the File Transfer Protocol (FTP).

Simple Mail Transfer Protocol (SMTP). SMTP gives users the ability to respond
to article postings through electronic mail. This protocol, like NNTP, operates on a
request-response stream. SMTP servers listen on TCP port 25, and the protocol is
described in detail in RFC 821 on thgevel oper Essentialsdisc. NewsWatcher contains

a single procedure, SendSMTP, that takes care of setting up a connection to the server,
sending the message, and disconnecting. The function prototype for this function is as
follows:

Bool ean SendSMIP(char *text, unsigned short tlLength);

The SendSM TP code is contained within the SMTPLow.c code module. This separation
allows the code to be used in other programs easily. The routine calls functionsin
TCPLow.c (the medium-level routines) and is called from netstuff.c.

File Transfer Protocol (FTP). NewsWatcher includes FTP-based routines that
allow users to send lists of newsgroups to, and receive them from, afile on aremote
machine. This protocol uses a control stream, running on TCP port 21, to set up file
transfers. When a transfer isinitiated, a secondary data stream is opened on a negotiated
TCP port. The file transfer is completed by means of this secondary stream, and the data
stream is then closed down. For a detailed description of the protocol and command set
used, see RFC 959 on th®eveloper Essentialsdisc. To shield programmers from the
complications of FTP, | wrote several high-level routines to implement it:
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CsErr FTPInit(ProcPtr statusCall back);

FTPInit initializes network resources required for FTP transfers. The single parameter
provided is a pointer to a callback procedure called when a status message is received
from aremote host.

CsErr FTPFi ni sh(voi d);

Call thisroutine when file transfers are finished to release network resources used to
support the FTP session.

CsErr FTPConnect (unsi gned | ong *connl D, char *addr ess, char *user| D,
char *password);

Call FTPConnect with the address of the remote machine, along with the user 1D and
password of the account needed to access that machine.

CsErr FTPD sconnect (unsi gned | ong connl D);

After all transfers to a particular host have been completed, call this routine to
disconnect from the remote host.

CBErr FTPVi ewFi | e(unsigned | ong connl D, Ptr *file,char *fil eName);

FTPViewFile retrieves afile from the remote machine and stores its data in a pointer
allocated within the function.

CSErr FTPPut Fi |l e(unsigned | ong connl D, char *fil eNane, char *dat a,
| ong size);

FTPPutFile is used to send afile to aremote machine. The remote filename and the file

data and length must be given.

These routines are contained in FTPLow.c, using the same modular layered approach as

for other protocols.

NEWSWATCHER CODE MODULARITY
Asin the finger example, the NewsWatcher source code is structured for maximum

flexibility in case of a protocol switch and to allow for ease in code sharing. The logical
code blocks are shown in Figure 5. The FTPLow.c module, for example, could easily be

extended and used as a generic file transfer module in many applications. It simply
requires the medium- and high-level TCP calls described earlier.
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Figure 5
NewsWatcher Code Modularization

SUMMARY

Although programming with MacTCP can be fairly complicated from alow-level point
it much simpler to create an easy-to-use TCP
networking module. Once difficult issues, such as asynchronous behavior, are handled at
alow level, higher-level modules can successively add protocol support for mail, news,
and file transfer. These high-level routines can be used by any programmer, regardless

of view, using high-level routines makes

of network-level knowledge.
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For interested programmers Jfull source
code to both the finger tool and NewsWatcher
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For information on the TCP/IP protocol stack and networking
in general:

» Douglas E. Comer: Internetworking with TCP/IP, Prentice Hall, 1991.
* Andrew S. Tanenbaum: Computer Networks, Prentice Hall, 1988.

For an in-depth discussion of some of the protocols:

« J. B. Postel: Simple Mail Transfer Protocol, RFC #821, August 1982.

» J. B. Postel and J. K. Reynolds: File Transfer Protocol, RFC #959, October 1985.
» B. Kantor and P. Lapsley: Network News Transfer Protocol, RFC # 977, February
1986.

e D. P. Zimmerman: Finger User Information Protocol, RFC #1194, November 1990.

These RFCs are on theDeveloper Essentialsdisc. The library of RFC (Request For
Comment) memos is available by anonymous FTP from NIS.NSF.NET in the
directory RFC. Use FTP to connect to this host and ussmonymousfor username
and guestfor password.

A useful on-line reference for TCP/IP:

« Computer Science Facilities Groupntroduction to the Internet Protocals
Rutgers University, 1988.

This on-line reference is on th®eveloper Essentialsdisc.

Pete (Luke) Alexander, Brian Bechtel,
Harry Chesley, Larry Rosenstein,
Andy Shebanow, Gordon Sheridan,
John Veizades.
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